





They process information — the facts,
laws, people, and issues bearing on their
matters. Lawyers who shift their infor-
mation processing and storage to the
cloud need less paper and fewer of its
expensive accoutrements. Although the
cloud holds lots of information, it can-
not hold even one sheet of paper.

As to time, the cloud gives lawyers
more of it. Paper information storage is
not only expensive, but it is also incon-
venient. To store information contained
in paper, it takes time to punch holes in
the document and put it into a file. To
retrieve information contained in
paper, it takes time go to the office, pull
the file from the file cabinet, flip
through the pages, and find the docu-
ment. In contrast, when information is
stored in the cloud, a lawyer can get it
through a simple search wherever the
lawyer is and whenever necessary. No
trips to the office. No retrieving the file.
No flipping through pages.

As to quality, the cloud improves it.
Since lawyers are in the information
analysis and advice business, anything
that helps a lawyer to obtain, store,
retrieve, and process matter-related infor-
mation will improve the quality and
timeliness of the lawyer’s advice. The
cloud allows lawyers to do all of these
things more quickly and thoroughly.

“But I can’t use the cloud, it’s not
safe there. The hackers and the NSA
would see my confidential information.
And the ethics rules don’t allow that.”

True, lions and tigers and bears are
lurking about in the cloud. No one using
the internet is safe from an attack — not
Target, not the Democratic National
Committee, and not lawyers. But the
risk, although real, is overblown by the
cloud’s naysayers.

First, the cloud is probably more
secure than most lawyers’ current file
storage systems. Do most lawyers know
the security measures used by the file-
storage facility where they store their
closed records? Do most lawyers know
who saw the files on their desks when
their waste baskets were emptied last
night? Do most lawyers know everyone
who has a key to their offices? Do most
lawyers back up their paper files with
photocopy duplicates stored offsite in
case of disaster? The answer to all or
most of these questions is “no.” Most
lawyers are vulnerable now to unknown
security and meteorological threats. And
most slept fine last night.

Second, no offense, but hackers
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and the NSA really do not care much
about lawyers. Remember the Matthew
Broderick kid in War Games? He
hacked into NORAD’s ballistic-missile
computers — not into a debt collection
lawyer’s cache of interrogatory answers,
Hackers want credit card and deposit
account numbers from financial insti-
tutions and merchants. They want
embarrassing  information  about
celebrities. The NSA wants ISIS. They
are not interested in lawyers.

Third, virtually all lawyers are
already using the cloud to transmit con-
fidential information by email. Many use
cloud storage facilities like Dropbox,
Box, Google Drive or Microsoft
OneDrive. Now.

Fourth, there are ways to be safe. Using
basic internet hygiene and common-sense
prophylactic measures can keep the digital
intercourse between lawyers’ local com-
puters and cloud resources contagion free.
See infra Security.

Finally, the “ethics rules” undoubt-
edly permit lawyers to store confidential
information in the cloud. At least 20 bar
associations have issued advisory opin-
ions providing that cloud storage does
not breach Rule 1.6, which requires a
lawyer to exercise reasonable care to
safeguard the confidentiality of client
information.'

So much for those excuses.

Considering that there is no ethical
impediment to using the cloud-based
resources, which resources should lawyers
use? The answer, it seems, is always “it
depends.” Although the answer does
indeed depend on the nature of each
lawyer’s practice, each lawyer’s financial
wherewithal, and each lawyer’s technolog-
ical know-how, here are a few suggestions.

Having committed to use the cloud,
how should lawyers get their practices
up there? Not by operating their own
cloud-connected servers. They should
outsource instead. Lawyers practice law;
they do not run servers. Lawyers would
not try to build photocopiers for their
own offices. Instead of running their
own servers, lawyers should use Gmail,
Google, Amazon, Dropbox, and other
cloud-service providers that know what
they are doing.

When outsourcing, lawyers should
prefer industry leaders. Mom-and-pop
and specialized providers will come and
go. Gmail, Google, Amazon, and
Dropbox are bent on (digital) world
domination. They are here to stay.

After lawyers are in the cloud, they

should remember that they are there
for a reason and not for everything.
Lawyers should prefer cloud-based
solutions when they make life easier.
Some tasks can be done locally, some
can be done in the cloud, and others
can be done either way. For example, a
lawyer can draft a document in the
cloud using Google Docs or draft it
locally using Microsoft Word. In most
instances, it will be easier to draft the
document locally — as lawyers have
done for decades. But, if a lawyer is
working collaboratively with a client
or another lawyer, it is far more effi-
cient for everyone to work on a single,
current version of the document in the
cloud. When the collaboration is fin-
ished, then the lawyer can work locally
to fine-tune the formatting and to
finalize the document. Lawyers need to
think about what they are doing and
why they are doing it. Then, they need
to do whatever is the easiest and most
efficient way.

The most important thing lawyers
will do in the cloud is store and retrieve
documents, including Portable Docu-
ment Files (PDF), Word files, and the like.
Where and how should lawyers do this?

While there are dozens of reputable
document-storage providers,” the indus-
try leader is Dropbox. It is reasonably
priced, reasonably secure, extremely reli-
able, cross-platform (that is, it runs on
Windows, Mac, i0S, Android), and it
plays nicely with other software and
cloud-service providers.

Although document management
is the most important thing lawyers
will do in the cloud, they should con-
sider doing other things. For example,
several cloud-service providers offer
total law practice management solu-
tions, including the top three services,
Clio, MyCase, and Rocket Matter.
These services manage contacts, calen-
dars, case documents, time tracking,
and invoicing, among other things. All
have robust security, backup, and inte-
grations with other services such as
Dropbox and Quickbooks.

Time, billing, and online payment
are also readily available in the cloud.
The industry leader for this service is
Quickbooks Online. It allows lawyers to
track billable time and expenses, and
then to generate invoices based on
hourly fees, fixed fees, or contingent fees.
Most significantly, lawyers can use
Quickbooks Online to email invoices
directly to clients, who can pay with a
credit card or checking account by click-
ing an online payment button in the
email. Thereafter, they can quickly fol-
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